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Switched-Current 3-Bit CMOS 4.0-MHz Wideband
Random Signal Generator

Chua-Chin Wang, Senior Member, IEEE, Jian-Ming Huang, Hon-Chen Cheng, and Ron Hu

Abstract—The paper presents a switched-current circuit im-
plementation of a chaotic algorithm to generate a white noise. A
3-bit digital normalizer is utilized to adjust the coefficients in the
piecewise-linear transfer function such that the probability of the
generated numbers will be very close to a uniform distribution. A
1.0 —GHz linear track-and-hold circuit is applied in the random
number generator (RNG) to achieve a wide output bandwidth.
TSMC 0.25-psm one-poly five-metal CMOS process is adopted to
carry out the proposed design to verify the wideband performance.
When the operating clock is 10.0 MHz, the measured bandwidth
of the generated noise is 4.0 MHz.

Index Terms—Chaos, digital normalizer, long run test, random
number generator, switched currents.

1. INTRODUCTION

EAL random number generators (RNGs) have become

in great demand ever since the spread-spectrum com-
munication market started booming [2]. They also attract
great research interest in the security domain of networks and
wireless communications. Previous widely used pseudo-noise
(PN) codes usually have a periodicity which repeats after a
large number of code symbols. These codes are mathemati-
cally predictable. Researchers have turned their attentions to
hardware approaches seeking the feasibility of using circuits
to implement RNGs [3]-[11]. Three major trends of carrying
out RNGs are direct amplification, oscillator sampling, and
discrete-time chaos [6]. The discrete-time chaos (DTC) method
is very welcomed due to its compatibility with digital systems.
Two ways to implement the DTC are the switched-capacitor ap-
proach [4] and the switched-current approach [3]. Considering
the possibility of integrating an RNG into a system-on-a-chip
(SOC) IC, we adopt the switched-current scheme to carry out a
3-bit RNG with a very wide bandwidth (4 MHz) using TSMC
0.25-um one-poly five-metal (1P5M) CMOS technology.
The features of the proposed RNG include a 1.0-GHz linear
track-and-hold (TH) circuit [12] to avoid charge injection and
channel conductance variation problem, and a digitally con-
trollable normalizer to dynamically adjust the coefficients to
prevent any divergence. The proposed design is proven on sil-
icon to possess the wideband performance. When the operating
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Fig. 1. Transfer function of 1-bit RNG (B = 2).
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Fig. 2. Scenario given a smaller B(B = 1.5).

clock is 10.0 MHz, the measured bandwidth of the generated
noise is 4.0 MHz, which is larger than all of the prior works. It
also passed the long run test to verify that the proposed design
can be deemed as a white noise generator.

II. THREE-BIT RANDOM NUMBER GENERATOR

The basic theory of the 1-bit DTC algorithm is summarized
as follows [3]:
{X(n—|— 1)=B-X(n)— A-sgn(X(n))

X(0) = .

where X (7) is the ith bit of the generated sequence, A and B
are floating numbers. B determines the characteristics of the
dynamic range of the generated signals: if B < 1, the X(n)
converges; if B > 2, X(n) diverges. Hence, B must be in
the range of [1, 2] to ensure the output X (n) in the range of
[— A, +A]. The transfer function of (1) is shown in Fig. 1. No-
tably, the slope of the transfer function is determined by B. Two
scenarios with B = 2.0 and B = 1.5 are shown in Figs. 1 and
2, respectively. In the former case, the probabilities to generate
“1” and “0” in the next bit are identical. However, in the latter
case, when X (n) > 0, the probabilities to have 1 and 0 in the
next bit are 1/3 and 2/3, respectively. Hence, we need a sophis-
ticated mechanism to dynamically adjust A based on the given
B to generate “1” and “0” with equal probability in the next bit
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Fig. 5. Proposed 1-bit RNG.
of the sequence. A possible scenario of such an adjustment is
shown in Fig. 3.

When it comes to the hardware realization of RNGs, it has
been proved that the distribution of generated bits will be close
to uniform for B near 2. It will be not the case for B < /2.
Hence, in the process of generating random numbers, B must
be dynamically adjusted to avoid drifting toward /2 or even
smaller. In short, the generated random numbers will be colored
if either of these two condition exists. Furthermore, in order to
make generated numbers be white, the nonlinear discrimination
(ND) circuit should not only carry out the sgn(X (n)) but also
be able to adjust A dynamically.

A. 3-Bit RNG Architecture

We propose a modified switched-current design to eliminate
the mentioned “colored” problem. Referring to Fig. 4, a dig-
ital normalizer reads the generated bits, DOUT;, DOUT,, and
DOUTs;, to determine the slope of the next iteration, which is
denoted by D1, Do, and D3. The 3-bit RNG comprises three
1-bit RNGs, which are shown in Fig. 5, and the digital normal-
izer. The single ith 1-bit RNG reads the generated D1, D2, and
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Fig. 6. Schematic of the LTH in the 1-bit RNG.
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Fig. 7. Schematic of the ND in the 1-bit RNG.
TABLE 1
COMBINATIONS OF THE OUTPUT CURRENT
DOUT; DOUT, DOUT, | D3 D2 D1 B
000 000 1.25I¢
001 010 1.50Ig
010 000 | 1.50Ip
011 011 1.75Iq
100 100 1.501q
101 111 1.75Ig
110 101 1.7515
111 111 2.00Ip

D3 and X;(n) in the last iteration to produce the X;(n + 1) and
DOUT; for the next iteration. Notably, D1, D2, and D3, are D1,
D2, and D3, respectively. We use different symbols in different
figures for the sake of clarity. In short, the digital normalizer flat-
tens the distribution of the probability by mapping the DOU'T;
into D;, Vi,2 = 1,2, 3.

B. [I-Bit RNG Schematic Design

1) LTH Circuitry: (Linear Track-and-Hold): Fig. 6 reveals
the schematic to carry out the programmability of B. CLK1
and CLK2 are two nonoverlapping clocks. The W/L ratios of
M1, M2, and M3 are 1/1. By contrast, the W/L ratios of M1
to M4, M5, M6, and M7 are 1, 0.25, 0.25, 0.25, and 1.25, re-
spectively. Thus, the overall current can be determined by D1,
D2, and D3. For instance, if all of them are 1’s, the overall cur-
rent will be 2.0 times of I. I must be set to at least twice
as large as the input current, I;,7,. M8, M9, M10, M11, M12
constitute a linear track-and-hold switch [12]. A cascade of two
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Fig. 9. Layout of the proposed 3-bit RNG.

track-and-hold switches perform switched current delay opera-
tion [13]. MO stabilizes the gate drive of M 11 to prevent channel
conductance input-dependent variation and the charge injection
effect. The output current I,,¢7,, in fact, denotes the X;(n) to
be fed into the ND as I;,p, in Fig. 7. The input current [i,7, is
supplied by the output current I, p, in Fig. 7.

2) ND Circuitry: (Nonlinear Discrimination Func-
tion): Fig. 7 is the ND circuit, which is based on [3], to
generate the X;(n + 1) and DOUT; for the next iteration.
The function is to carry out the A - sgn( - ) by examining the
polarity of the input current [i,p,, which is the Iou¢7, of the
corresponding LTH circuit. The I, is set to 20 pA. The inverse
signals of D1, D2, and D3, are used to select the appropriate I,
to generate A = I, — I.

3) Iinp, = Ioutr; > 0: M21 and M23 are on, M22 is off,
DOUT, is high. Then, M25 is also turned on. The output current
is IoutDi = IinDi - (Ia - Ib)

4) Linp, = Loutr, < 0: M22 and M24 are on, while M21 is
off to make DOUT; low. Thus, M26 is on. Iouwtp, = linp, +
(I, — Ip).
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Fig. 10. Die photo of the proposed 3-bit RNG.
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Fig. 11. Post-layout simulation of the transfer function.

C. Digital Normalizer

Referring to the 1-bit RNG, a total of 4 values of B can be
synthesized by D1, D2, D3: 1.25, 1.5, 1.75, and 2.0 times of I,
as shown in Table I. However, there are a total of 8 combinations
of 3 binary bits. It is easy to find out that the probability of 1.25,
1.5,1.75,and 2.0 times of Ip is 1/8,3/8,3/8, and 1/8. A digital
normalizer, shown in Fig. 8, resolves the problem by mapping
the DOUT; into D;, Vi,4 = 1,2, 3, to normalize the probability
to be 1/4.

D3;=DOUT;
D,=DOUT,
D;=DOUT;DOUT2+DOUT,DOUT3+DOUT3sDOUT;.

(@)

In short, the function of the digital normalizer is to equalize
the probability of B = 1.25,1.5,1.75, 2.0 for the next iteration.
Thus, the entire 3-bit RNG is immune to any process, voltage,
and temperature (PVT) variations.
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Fig. 14.  Spectrum of the generated signals.

III. MEASUREMENT AND TESTING

A. Implementation and Measurement

The overall design is implemented by Taiwan Semicon-
ductor Manufacturing Company (TSMC) 0.25-pym 1P5M
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Fig. 16. Measured spectrum of the generated signals.

TABLE 1II
MEASUREMENT RESULTS OF THE PROTOTYPE

transistor count 242
power 350.0 mW* @ 10 MHz
die size 0.528x0.495 mm?
VDD range 2.50 V + 10%
temperature -25°C to +75°C
max. clock 10.0 MHz
output BW 4.167 MHz

(* Note : Power consumption of pads is concluded.)

CMOS process. The layout of the proposed design is given in
Fig. 9, while the die photo of the proposed design is shown in
Fig. 10. Fig. 11 is the post-layout simulation result of the RNG
transfer function. The time domain analysis for the settling
time is given in Fig. 12. Figs. 13 and 14 are the results of the
post-layout simulations. Fig. 13 demonstrates the waveforms of
generated sequences of DOUT; to DOUTj. Fig. 14 shows the
spectrum of DOUT;. The power drop-off occurs at 4.0 MHz.
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TABLE III
COMPARISON TO PRIOR DESIGNS
[3] [4] [7 [11] ours
process 16 pum | 3.0 gm | 0.6 ym | 0.8 pm | 0.25 ym
system clock 0.5 0.2 12 1 10
(MHz)
output BW 0.15 0.08 N/A N/A 4.0
(MHz)
output 1 1 1 1 3
channels
normalized N/A N/A N/A 3.2* 117
power
consumption
(mW)
normalized 2340 N/A N/A 410 22234
core size
(um?)
(* Note : Power consmption of pads is cncluded.)
TABLE IV
LONG RUN TEST RESULT
no. of consecutive bits DOUT, DOUT, DOUT;
0s’ 1s’ 0s’ | 1s 0s | 1¢
11083 | 634 | 1037 | 770 | 1168 | 994
2 | 1452 | 1288 | 1115 | 490 | 1108 | 617
3| 1248 | 1359 | 454 | 673 | 601 | 629
4| 304 | 688 | 272|386 | 245 | 400
5 21 91 204 | 276 211 | 282
6 7 19 65 | 222 65 | 210
7 1 14 60 | 103 50 | 131
8 0 15 29 | 110 31 90
9 0 7 9| 65 6| 43
10 0 1 3| 46 5| 36
11 0 0 0| 31 3| 17
12 0 0 1 19 0 17
13 0 0 1 21 1 14
14 0 0 1 11 0 3
15 0 0 0 8 0 3
16 0 0 0 5 1 1
17 0 0 0 3 0 1
18 0 0 0 5 0 2
19 0 0 0 2 0 1
20 0 0 0 1 0 3
21 0 0 0 1 0 1
22 0 0 0 0 0 0
23 0 0 0 0 0 0
24 0 0 0 0 0 0
25 0 0 0 0 0 0
26 0 0 0 0 0 1
27 0 0 0 0 0 0

By contrast, Fig. 15 shows the measured waveforms of the
generated sequences of DOUT; to DOUTj. Fig. 16 is the
measured spectrum of DOUT;. The measurements of the
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prototype were carried out by Agilent 33250A (clock gener-
ator), Tektronix TDS680B (OSC) and Agilent 66319B (power
supply). The power drop-off occurs at 4.167 MHz. The overall
measurements of the chip are summarized in Table II.

A comparison of our proposed RNG and several prior RNG
designs is summarized in Table III. Our design possesses the
edge of the output bandwidth as well as the output bit length.

B. Testing—Long Run Test

One of the basic test for a white-noise RNG is the long run
test: the maximum number of consecutive “1”’s or “0”’s must be
less than 34 in any 20,000 consecutively generated bits. Hence,
we have activated the proposed RNG and collected the gener-
ated bits to get the statistical results in Table IV.

Based on Table IV, the maximal length of consecutive “1” or
“0” is 26 which is smaller than the upper bound of 34. Hence,
the proposed RNG is deemed as the true white-noise RNG.

IV. CONCLUSION

A 3-bit RNG design is present in this paper, which utilizes a
digital normalizer to flatten the distribution of the probability in
the entire range of B parameter. The “colored” random number
problem in prior designs is resolved. The coefficients of the pro-
posed design are dynamically adjustable. The physical measure-
ment of the proposed design verifies the superiority of the output
bandwidth. Meanwhile, the proposed RNG design also passes
the long run test to prove that it is qualified as a white noise
generator.
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